
www.infosecawareness.in 
 

Copyrights C-DAC Hyderabad 

Cyber society 

In today’s world, we depend on 
Internet at home, in school and at work 

place 
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What do you use internet for ? 
• Education 
• Current Affairs 
• Communication 

 Email 
 Chat/Instant Messaging 
 Blogs 
 Social Networking 

• Online Shopping 
• Online Banking 
• Fun/Entertainment 

 Games 
 Movies 
 Songs 
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Best and Worst about of Internet and  
World Wide Web (WWW) 

 

Worst Thing about  Internet – 
Everything Connected and is a  

Global Network 

Best Thing about Internet 
- Everything Connected 
and is a Global Network 
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Primary Online Risks and 
Threats 
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Primary Threat to device 
security 
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Personal threats to personal 
online safety 
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Phishing 
  

• E-mail sent by online criminals to trick you 
into going to fake Web sites and revealing 
personal information 

• In other words It is the criminally attempting 
to acquire sensitive information such as  

• usernames 
• passwords  
• credit card details 
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You and your identity 
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Identity Theft 
0 Identity Theft occurs when someone, 

without your knowledge, acquires a 
piece of your personal information and 
uses it to commit fraud.  
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Skimming 
0 Skimming is the theft of credit/Debit card 

information 
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Tabnapping  
Tab napping is a new online phishing scam to 

attack your computer and your finances.  

Presenter
Presentation Notes
As internet users we’re all vulnerable to online scams. Unluckily for us, as soon as we become pretty good as spotting one type of attack, another more sophisticated version comes along in its place.
Until now phishing has involved sending hoax emails in an attempt to steal your usernames, passwords and bank details. Often the sender will claim to be from your bank and will ask you to verify your bank details by clicking on a link contained in the email.
The link actually directs you to a fake website which looks just like your bank's own website. Once you have typed in your login details they can be accessed by the criminals who set the fake site up.
But we’re beginning to wise up to phishing attacks like this, and many of us know we should be very wary of clicking URLs even if they appear to be in a legitimate email. With awareness of phishing on the up, making it more difficult for scammers to succeed, tab napping could be the scam to watch out for next.
Tab napping is more sophisticated than the phishing scams we’ve seen so far, and it no longer relies on persuading you to click on a dodgy link. Instead it targets internet users who open lots of tabs on their browser at the same time (for example, by pressing CTRL + T).
 
How does it work? 
By replacing an inactive browser tab with a fake page set up specifically to obtain your personal data - without you even realizing it has happened.
Believe it or not, fraudsters can actually detect when a tab has been left inactive for a while, and spy on your browser history to find out which websites you regularly visit, and therefore which pages to fake.
So don't assume that after you have opened a new tab and visited a webpage, that web page will stay the same even if you don’t return to it for a time while you use other windows and tabs. Malicious code can replace the web page you opened with a fake version which looks virtually identical to the legitimate page you originally visited.
How might tab napping work in practice?
Imagine you open the login page for your online bank account, but then you open a new tab to visit another website for a few minutes, leaving the first tab unattended. When you return to your bank’s site the login page looks exactly how you left it. What you haven’t realised is that a fake page has taken its place, so when you type in your username and password, you have inadvertently given the fraudster easy access to your account.
Even if you have already logged into your bank account before opening another tab, when you return you might find you’re being asked to login again. This may not necessarily rouse any suspicion since you might simply assume your bank has logged you out because you left your account inactive for too long. You probably won’t even think twice before logging in for a second time. But this time round you have accidently inputted your security details into a fraudster’s fake page which have been sent back to their server.
Once you have done so, you can then be easily redirected to your bank’s genuine website since you never actually logged out in the first place,giving you the impression that all is well.
Tips to protect you against tab napping
Make sure you always check the URL in the browser address page is correct before you enter any login details. A fake tabbed page will have a different URL to the website you think you’re using. 
Always check the URL has a secure https:// address even if you don’t have tabs open on the browser. 
If the URL looks suspicious in any way, close the tab and reopen it by entering the correct URL again. 
Avoid leaving tabs open which require you to type in secure login details. Don't open any tabs while doing online banking - open new windows instead (CTL + N).
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EBay website in the 1st tab 
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Prevent Tabnapping 

• Refresh the browser after returning back from 
other tabs 

• Check the URL correctness before key-in or 
mouse clicks. 

• Avoid Financial Transactions on tabbed 
browsing 
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Tips 

0 Update Browser 
0 Disable Pop-ups 
0 Delete Cookies 
0 Disable remember password options 
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Keyloggers 

0 Software 
0 Hardware 
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Social Engineering  
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What is Social Engineering? 
0 Social engineering is the art of manipulating 

people so they give up confidential 
information.  

0 Social Engineering is an approach to gain 
access to information through 
misrepresentation. 
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How do they do this? 

0 A Social Engineer may approach you either 
through 
0 Telephone or e-mail  
0 pose as a person from your Information 

Technology Department  
0 Help Desk 
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Social Engineering methods 
0 Dumpster Diving 
0 Shoulder surfing 
0 Vishing  
0 Phishing 
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Social Engineering through 
Social Networking 

0 Social networking sites such as Facebook  are 
a social engineer’s paradise.  

0 People post information about  
0 where they work 
0 what they like to do 
0 and many more  
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Password attacks  
Shoulder Surfing 

Bruteforce attack Dictionary attack 
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What is Password? 

Password is a word or string of 
characters used for the user 
authentication  
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How to build strong 
Password 

• make it at least 7 characters long, combination 
between small and capital letters, at least one 
number and special character like 
!@#$%^*()_+ 

• do not simply use a dictionary word or a 
logical sequence of characters like aaa555ccc, 
1234567890 etc. 

• try not to use a password you have already 
used on another system, ignore have the same 
password on all assets you have access to at 
any cost 
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Desktop  Security 
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Turn on Windows Internet Firewall 

An Internet firewall  
helps create a 
protective barrier 
between your 
computer and  
the Internet 

Presenter
Presentation Notes
Windows Firewall, previously known as Internet Connection Firewall or ICF, is a protective boundary that monitors and restricts information that travels between your computer and a network or the Internet. This provides a line of defense against someone who might try to access your computer from outside the Windows Firewall without your permission. 
If you're running Windows XP Service Pack 2 (SP2), Windows Firewall is turned on by default. However, some computer manufacturers and network administrators might turn it off. 
To open Windows Firewall
1.Click Start and then click Control Panel.2.In the control panel, click Windows Security Center.3.Click Windows Firewall.
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Windows Firewall 

Click start  Control 
Panel  Windows 
Security Center Click 
on Windows Firewall 
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Use Automatic Updates to Keep 
Software Up-to-date 

• Install all updates  
as soon as they  
are available 

• Automatic updates 
provide the best 
protection 

Presenter
Presentation Notes
An introduction to windows automatic updates 
With Windows Automatic Updates, Windows routinely checks for updates that can help protect your computer against the latest viruses and other security
threats. These high-priority updates are available through the Windows Update Web site and include security updates, critical updates, or service packs.��When you turn on Automatic Updates, you don't have to search for updates online or worry that critical fixes might be missing. Windows automatically downloads and installs them for you, using a schedule that you determine. If you prefer to download and install updates yourself, you can also set up Automatic Updates to notify you whenever any high-priority updates become available.
Why Use Scheduled Windows Automatic Updates?
If you have not turned on Windows Automatic Updates, your computer is more vulnerable to viruses and other security threats. When you turn on Automatic Updates, Windows routinely checks the Windows Update Web site for high-priority updates that can help protect your computer against attacks. High-priority updates include security updates, critical updates, and service packs.
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Install and Maintain Antivirus 
Software 

• Antivirus software 
helps to detect and 
remove computer 
viruses before they 
can cause damage. 

• For antivirus 
software to be 
effective, you must 
keep it up-to-date. 

Don’t let it expire 
 

 

Presenter
Presentation Notes
Why Updating Antivirus Software Is Very Important?
If your antivirus software is not updated frequently, your computer may be in danger from new threats. Especially for users are using free anti-virus software package which most of them only have signature based detection and do not have behavior based detection feature.
Signature Based Detection is core feature for identifying viruses and other malware which you found in anti-virus software programs. Which simply mean that the software use virus signatures dictionary to compares the files when checking for viruses. As new viruses, worms, Trojans, and other malicious programs appear each day. If your antivirus program is not updated, it cannot detect new viruses because new viruses are not in the virus signature dictionary. Therefore you have to update your virus signatures dictionary frequently in order to keep your antivirus software up to date and have ability to protect your computer against new threats.
Especially for users are using free anti-virus software package which most of them only have signature based detection and do not have behavior based detection feature.
Signature Based Detection is core feature for identifying viruses and other malware which you found in anti-virus software programs. Which simply mean that the software use virus signatures dictionary to compares the files when checking for viruses. As new viruses, worms, Trojans, and other malicious programs appear each day. If your antivirus program is not updated, it cannot detect new viruses because new viruses are not in the virus signature dictionary. Therefore you have to update your virus signatures dictionary frequently in order to keep your antivirus software up to date and have ability to protect your computer against new threats.
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Anti-virus Software 
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Email Security 

• Email is one of the easiest ways for cyber 
criminals to target ordinary citizens. 
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What are the risks 

• Weak passwords. 
• Spyware may be sent as an attachment to an 

mail. 
• Viruses can spread through email to your 

contact list. 
• Phishing Scams 
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Preventive Measures 

• Use strong passwords 
• Scan what you are downloading. 
• Beware of links in emails that ask for personal 

information. 
• Protect your computer with a firewall, spam 

filters, anti-virus and anti-spyware software. 
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Gmail Security 
• Two Step Verification 
1. Click on “Edit” 
2. Click on “Start Setup” 
3. Enter your phone number 
4. Enter verification code sent to your mobile number. 
5. If you didn’t trust your computer then take away. 
6. After login Google will ask verification send to your 

mobile. After verifying the code you will get your mails. 
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Login to your gmail account. 
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2. Go to “Settings” 
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3. Click on “Account and 
Imports” Tab 
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4. Click on other google 
account settings. 
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5.Click on 2-Step 
verification. 
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6. Click on Start Setup 
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7. Enter your mobile number 
and click on send code 
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8. Enter verification code 
and then click on verify 
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9. Click on next 
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Click on confirm 
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Thank You 
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