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1. All PCsDA/CsDA
2. All PIFAs/IFAs

(Through CGDA Website only)

Subject: Nomination for Online “Cyber Defence Awareness "Programme.

Office of Advisor (Cyber) DRDO, New Delhi in collaboration of IIIT Ranchi is
conducting “Cyber Defence Awareness “Programme for all the employees of civilian
constituents of MoD through Instructor led online Mode in a phased manner to stay
updated on the latest cyber security practices to protect from potential cyber-threats.
Copy of Advisor (Cyber) DRDO letter No. OoAC/PA(02)/Trg./CAP/Gen-23 dated
20.07.2023 is enclosed.

2. The programme aims to sensitize all MoD personnel about the pitfalls of cyber
security related threats in [T/ICT environment, introduce cyber hygiene aspects to defend
from cyber — threats and the programme will help in making Cyber resilient Bharat.

3. Duration of subject training programme is 03-04 Hours and the first phase is to be
scheduled in the month of August 2023.

4. Nominations for the program may be forwarded as per format prescribed vide
Annexure-A in soft copy through email at ooadvisorcyber.hgr@gov.in along with fax at
011-26102592.

5. A copy of the nomination detail may also be forwarded to this HQr office for our
record.

An early action is requested.
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(V Srinivasan)
ACGDA (Trg)
Copy to:

The Officer-in-Charge: For uploading on CGDA Website please.
IT&S Wing, CGDA HQrs.
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O0ACIPA(02)/Trg./CAP/Gen-23 Date:  ~C7/2023
To,
CGDA DG AQA DG BRO DG ICG DGQA DG NCC
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C&S Deptt. of Def.
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(D IT&CS)

Subject: Online “Cyber Defence Awareness” Program

I The exponential trends in usage of digital infrastructure with digitization and modernization
are analogous to the increase in cyber-threats. cyber-attacks. and the risk of cyber-warfare. These
cyber-threats pose significant risks to individuals and organizations alike. It is becomes essential
that we shall remain vigilant and informed about potential cyber-attacks to protect ourselves and
our valuable data.

2, Office of Advisor(Cyber) in collaboration with IITT. Ranchi is conducting “Cyber Defene
Awareness” program for all the employees of civilian constituents of MoD through Instructor led
online Mode in a phased manner to stay updated on the latest cybersecurity practices to protect
from potential cyber-threats.

3. This program aims to sensitize all MoD personnel about the pitfalls of cyber security related
threats in [T/ICT environment. introduce cyber hygiene aspects to defend from cvber-threats. This
program will help in making Cyber resilient Bharat, Duration of this training program is 03-04
Hours. This training program will cover a wide range of topics. including:

) Introduction to Cybersecurity: Understanding the importance of cybersecurity and its impact
on individuals and organizations,

b) Common Cyber Threats: Identifying various types of cyber threats. such as phishing.
malware. social engineering. and ransomware.

¢) Password Security: Implementing strong passwords, multi-factor authentication, and best
practices for safeguarding personal and sensitive information.

d) Email and Internet Safety: Recognizing and avoiding suspicious emails, malicious websites.

and online scams.

Data Protection: Understanding data encryption, secure file sharing, and proper handling of

confidential information.

f) Social Media Awareness: Maintaining privacy settings. recognizing online scams. and
protecting personal information on social media platforms,

g) Overview of cybersecurity tools and technologies like firewall, antivirus software, [DS/IPS.,
and other endpoint security solutions
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h) Understanding of the regulatory compliance requirements

i) Best practices to use cyber technologies for personal use

i) Mobile and Mobile App security

k) Best practices for safe and secure online financial transaction

1) Case studies of common cyber-threats faced by Government Personnel

4, The first phase of the aforementioned training programme is to be scheduled in the month
of August 2023. In view of the same, it is requested to nominate 50-100 personnel working in
your esteemed organization for the first phase in prescribed proforma attached as Annexure ‘A
Nomination for next phases will be sought in due course of time. All the relevant fields of the format
need to be mandatorily filled for further consideration.
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Amit Sharma *
Director & Advisor(Cyber)

Copy To:

1. Defence Secretary
ii.  Secretary DD(R&D)
iii.  Secretary, DDP
iv.  Secy, Dept. of ESW
v. National Cyber Security Coordinator



Nomination for the online training course on

Annexure — A

‘Cyber Defence Awareness’ conducted by Office of

Deptt./Org. of MoD

Unit/Cell/Lab

Training Course

Advisor (Cyber) in collaboration with IIIT Ranchi

Cyber Defene Awareness

Total No. of:

Participants

trained

Sl No. | Name Designation | Gender | Deptt/ Office/ Phone | Mobile | Email-id
Org Unit/Lab

(to be forwarded in soft copy in required format)




